The ekey bionyx Control4 Notification Server (ekeybionyxC4N) is a server driver designed to run on the
Control4 controller. Its primary function is to receive and process HTTPS push notifications from ekey
devices (fingerprint scanners or control units) via the bionyx app. These notifications enable event triggers
based on specific user actions.

The driver is event-focused: it receives data, triggers an event, and allows the system integrator to define the
event'’s functionality in the Control4 Composer Programming section. The driver is one-way (receive-only)
and does not send commands or requests back to the ekey bionyx app.

1. Fingerprint Activity:

o When a valid fingerprint notification is received, the system triggers an associated event
based on the user ID and finger index.

o During setup, you can assign specific events to individual fingers or have multiple fingers
share the same event.

o A general event is available for unrecognized users.
2. Input Activity:

o When a digital input notification is received, the system validates the input and triggers the
corresponding event based on the input number.

o If an input number is unrecognized, a general "unknown input" event per device is triggered.

Integrating ekey devices with Control4 provides powerful customization for home automation, enabling
personalized scenes and activities. Examples include:

¢ Routine Automation: Use fingerprints to trigger scenes like "Welcome Home" or "Goodbye Mode" to
adjust lighting, temperature, shades, alarm systems, and door locks.

e Custom Alerts: Generate notifications for specific events, such as children returning from school.

e Multi-Function Access: Assign different functions to different fingers for the same user. For example,
a user's index finger could trigger "Welcome Home," while their middle finger could trigger a panic
event, combining a "Welcome Home" scene with a duress alarm.

¢ Enhanced Security: Implement custom access controls, restricted area notifications, and parental
alerts to ensure personalized and secure home automation.

This driver empowers integrators to create tailored solutions that enhance security, convenience, and peace
of mind for homeowners.

This document includes the following topics.

ekeybionyxC4N Scope and Requirements

ekey bionyx app Configuration and Setup

Driver Configuration and Setup in Composer Pro
Technical Support

Change Log




1) Control4 Controller and Composer PRO Access:

2)

3)

4)

a)
b)

A Control4 controller is essential for the operation of the ekeybionyxC4N driver.
Composer PRO access is necessary for configuring the ekeybionyxC4 driver.

ekey bionyx Account and bionyx App:

a)
b)

An ekey bionyx account with System Administrator rights and firmware version 5.2 or higher is
required.

Activation of the Notification APl and Show push notification in the bionyx app by the system
administrator.

License Requirements:

a)

b)

Once added to the project, the ekeybionyxC4N driver operates in demo mode for 5 days with 5 active

users. After the demo period, a valid license is required to continue functionality. To purchase a

license and activate the driver, please contact us at License@ekeyUSA.com with your contact details,

Control4 MAC address, and the number of active users you require. The driver requires different

license levels based on the number of users. Depending on your system's needs, one, two, or three

license keys may be required. By ensuring proper activation and sequence of licenses, the system can

seamlessly scale to meet your user requirements.

Basic License:

i) This is the initial license and is always required to activate the system.

ii) It supports up to 20 active users.

iii) A valid Basic License is required before enabling any Expansion Licenses.

Expansion Licenses:

i) These licenses allow you to increase the number of active users beyond the Basic License limit.
Each expansion requires all preceding licenses to be valid.

ii) Expansion 1 License: Expands the system to support 21 to 60 active users. Requires a valid Basic
License to activate.

iii) Expansion 2 License: Expands the system to support 61 to 100 active users. Requires valid Basic
License and Expansion 1 License to activate.

License Verification:

a)
b)

c)
d)

Once added to the project, the ekeybionyxC4N driver will check for license keys in the following order:
15t Basic; 2" Expansion 1; 3" Expansion 2

A valid license is required to progress from Basic to Expansion 1, and then from Expansion 1 to
Expansion 2. If license validation fails, the driver will revert to the last valid licensed user level.

During this demo period, please email License@ekeyUSA.com to purchase a license.

After purchasing the license key, enter the received key(s) in the Properties field one at a time and
click Set. Start with the Basic license, then Expansion 1, followed by Expansion 2.

5) The driver will update the Properties values to reflect the status of the license key validation.
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1. ekey bionyx Account and bionyx App:

o An ekey bionyx account with System Administrator rights and firmware version 5.2 or higher is
required.

2. Activate the Notification API in the bionyx app:

o Go to Home >Settings > Smart Home Connections, then activate the Notification API.
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1. Notification Webhook API configuration

a. Go to Home > Settings > Smart Home Connections > Configuration, then update shown fields as
follows:

i. URL: Type Control4 URL following this format: https://Control4_IP_Address:Port_Number/
for example “https://192.168.254.200:58000/"

ii. Timeout: leave it on 7s (default).
ili. Level of Security: click and select "TIsAllowSelfSigned" from the list.

iv. Authentication: click and select “Access Token” from the list. Then, type the same code
entered in the Control4 driver properties “Access Token" field.

v. Expiresin (s): type 700,000 seconds.
b. Saving the Notification Webhook API configuration: Press on “Save” to save the HTTPS request.
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2. Activating Push Notification
a. This will active the Push Notifcation for all users in the system.

b. Go to Home > Settings > Logged in administrator>Push notifications setting> then activate Show
Push Notification
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The ekeybionyxC4N driver initial configuration and setup in the Composer Pro composed 5 steps.

Step 0: Show Access Token Properties to Update

Step 1: Import bionyx
STEP 2: Update DRM Controller Size
STEP 3: Update Fingerprint Assignments

STEP 4: Generate ekey bionyx Events

STEP 5: Manual Programming for Events (Reminder: No Action Required here)

The driver uses the Access Token code to authenticate HTTPS messages origin. The same access token
entered in the ekey bionyx App Settings (Smart Home Connections > Configuration) should entered here.
STEP 0 is needed upon initial setup and when the Access Token in the bionyx App and the driver needs to be
changed.

Follow these STEPs to setup the Access Token code:

1) Click on Actions on the tope menu of the Composer Pro and select STEP 0: Show Access Token
Properties to Update. This will show Access Token on the Property screen and enable it for editing.

2) Click on Properties on the top menu and type in the Access Token code used in the ekey bionyx App
Settings (Home >Settings > Smart Home Connections > Configuration)

3) Click on Set to update the Property value.

4) Once saved, the driver will hide the Access Token value Property.
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The bionyx app allows you to export current users and devices details into the driver using a JSON file named
“system_mapping_export.json”. If the JSON data is valid and decodable, the system imports the
configuration which includes system name, users, and devices details. The driver will display in the LUA
Output Screen the status of this STEP and explanation of any errors.

Follow these STEPs to generate and import the file:



1) Generate the Configuration File:
a) Open the bionyx app on your smart device.
b) Navigate to Settings > Smart Home Connections > Export System Mapping.
c) Select Create and Share Mapping and follow the prompts to email the generated
“system_mapping_export.json” file to yourself or save it directly to your computer’s hard drive.
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2) Open the Configuration File in Notepad:
a) To ensure compatibility, use Windows Notepad for opening the JSON file. Avoid using other text
editors to prevent formatting issues. Follow these STEPs to open Notepad:
i) Locate Notepad: Click the Start Menu (Windows icon in the bottom-left corner). Type Notepad in
the search bar and select it from the results.
ii) Alternatively, press Win + R to open the Run dialog, type notepad, and press Enter.
b) Open the JSON File:
i) In Notepad, go to File > Open.
ii) Navigate to where the “system_mapping_export.json” file is saved and open it.
iii) Click anywhere in the open file, then press Ctrl + A and then Ctrl + C to select all and copy text.
The copied text will be pasted in the next STEP.

3) Import Data into the Driver:
i) In Composer, go to the Actions section and select the command STEP 1: Import bionyx.
ii) Paste the copied JSON data into the Copy-Paste bionyx field.



4) Check the Import Status and verify the completion status or error details in the Lua Output window.
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ekey offers two types of control units: dLine Control Unit used in the dLine system, it includes 1 relay
(common and normally open) and 1 digital input. And DRM Control Unit: Used in the xLine and sLine systems,
itincludes 2 relays (common and normally open) and 2 digital inputs. The DRM control units support relay
extensions, available in two sizes: 2 relays/inputs and 4 relays/inputs.

The bionyx Export System Mapping function does not report these extensions. Therefore, STEP 2 allows you
to manually update the size (number of relays/inputs) of DRM controllers as required. the driver generates
dynamic list of DRM controllers from the imported bioynx configuration in STEP 1 with capability to update
the size of each of these controllers. The driver will display in the LUA Output Screen the status of the
controllers’ updates and explanation of any errors. Follow these STEPs to update DRM Controller Sizes:

1) In the Composer Go to the Actions section and select the command STEP 2: Update DRM Controller Size.

2) Review of the Controller List: The driver will dynamically generate a list of DRM controllers from the
imported data in STEP 1. Each item in the list will include the control type (DRM), the controller's name
(as configured in the bionyx app), and its current size (relay/input count). Select the controller you want
to update.

3) Adjust Controller Size: In the Control Size field, specify the desired size (number of relays/inputs). The
size can range from 1 to 18, with a default value of 2.

4) Confirm Updates: Press OK to save changes.
5) Repeat as Needed: Repeat STEPs 2—4 for each DRM controller in the list that requires adjustment.
6) Check the update results and verify the completion status or error details in the Lua Output window.
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The ekey bionyx push notifications for finger events identify the specific finger responsible for generating
the notification. The driver allows you to trigger events based on these actions, offering flexibility to assign
unique events to individual fingers or share events among multiple fingers for a user on a device.

Assigning unique events for every finger across all users can lead to thousands of events, increasing system
complexity and making event selection cumbersome. To optimize this, the driver supports mapping fingers
to either specific events (unique per user, finger, and device) or common events (shared among multiple
fingers for a user on a device).

Upon completion of this STEP, the driver will display: "STEP 3: Finger Assignments update completed. X
finger(s) are linked to specific events." Before proceeding to STEP 4, you may revisit and adjust your
selections as needed.

Follow these STEPs to update finger assignments:
1) In the Composer Go to the Actions section and select the command STEP 3: Update Finger Assignments.

2) Review of the Finger List: A generic list of left- and right-hand fingers will be displayed. Each finger will
have two options for assignment. Common Event: The finger will trigger the user's shared, common
event. and, Specific Event: The finger will trigger a unique, specific event assigned to it.

3) Assign Finger Events: By default, the driver default assignment for all fingers is the Common Event
option. change each finger assignment as desired.

4) Optimize Assignments: Assign finger-specific events only when necessary to avoid long list of events
and unnecessary complexity. Keeping the number of unique events minimal will simplify event selection
and programming.

5) Confirm Your Assignments: Once all finger assignment adjustments are complete, confirm your
configuration by pressing OK.

6) Check the update results and verify the completion status or error details in the Lua Output window.



This STEP generates unique events based on the configuration from previous STEPs, linking users, devices,
and fingers to trigger specific actions. The generated events will be accessible in the Composer Programing
section so that it can be personalized and programed as desired. The driver will display in the LUA Output
Screen the status of the generation process and provide an explanation of any errors

Follow these STEPs to generate ekey bioynx events:

1) In the Composer Go to the Actions section and select the command STEP 4: Generate ekey bionyx
Events.

2) choose one of the following options: YES - Ready to Proceed: Proceed with event generation. NO -
Review Configuration: Go back to reviewing the configuration, extensions, or specific event assignments.

3) System Event Creation: Once you confirm and click OK, the system will generate events based on your
setup.

The events generated follow this sample “001) Username -> Finger Name @ Device Name” with the
following naming convention”

001: A unique numeric ID, listed in ascending order.
Username: The user's name, as imported in STEP 1 from the bionyx configuration file.

o For unrecognized finger events, an event with "Unknown Finger" will be created for each
scanner.

o For unrecognized digital inputs, an event with "Unknown Input" will be created for each
controller.

-> Event Name:
o Finger Events: The specific finger, e.g., "Right Index," or "Any Finger" for common events.

o Input Events: the text “Input "followed by a sequential input number, starting from 01 up to
the controller's maximum size, as specified in STEP 2.

@ Device Name: The name of the scanner (for fingerprint events) or the controller (for digital
input events) as imported in STEP 1 from the bionyx configuration file.

Note: "Unknown Finger" and "Unknown Input" events are grouped at the end of the event list for clarity
and easier reference.

4) Check the generation results and verify the completion status or error details in the Lua Output window.
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This is the last STEP in the driver’s configuration. It involves a manual process performed by the system
integrator in the Programming section, where each previously generated event can be programmed and
personalized to meet specific requirements. This is where the true integration of ekey devices with Control4
comes to life, enabling customized automation triggered by a user's unique fingerprint. For instance:

Opening doors by unlocking any Wi-Fi, Z-Wave, Zigbee, or Bluetooth wireless lock accessible through
Control4, ensuring seamless and secure access.

"Welcome Home" and "Goodbye Mode" can adjust lighting, security, and temperature based on the
family member's fingerprint.

Notifications for events like kids returning from school or package deliveries keep homeowners
informed.

Emergency features, such as panic buttons and lockdown modes, enhance security.

Automated entertainment settings, like "Movie Night," create a tailored and immersive experience.

Additionally, this STEP provides flexibility to: Set custom access controls; Define restricted areas; Configure

parental alerts. This integration between ekey and Control4 ensures every aspect of home automation is both
personalized and secure.

Follow these STEPs to Program ekey bionyx Events:
1. Open Composer and navigate to the Programming Section.
2. In the project list, select the ekeyBoynxC4N driver.

3. From the event dropdown list, select one event at a time and program it as desired.
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Error
code

01
02

03

04 (A,

05

06

07

08
09

10
11

12
(A&B)
13
14

Description

property label with nil vale

Action command in STEP 4 to generate user/device events was not confirmed. System events have
not been updated. Try again and confirm yes when ready

Event deletion not confirmed. No changes made. Try again and confirm when ready.

Unable to decode bionyx JSON data file. Follow these STEPs:

Open “system_mapping_export.JSON” using Notepad text editor.

Select and copy all the data in the file.

In the Composer, go to the Action section and select the Command “STEP 1: Import bionyx."”
Paste the copied data into the 'Copy-Paste bionyx' field."

Unable to add the event. The event table might be corrupted or out of sync. Recommended actions:
1. Use the Action Command 'Delete ALL' and check the driver event list under the Programming
section.

- If the event list is empty, repeat STEPs 1 through 4.

- If the event list is not empty, remove the driver from the project, re-add it, and repeat STEPs 1
through 4 as part of a new installation.
Invalid HTTP APl message content or message part is out of sequence. This may indicate a
communication error or a change in the message format from the bionyx message format.

Handle mismatch between expected message parts: HTTP part out of sequence or potential change
in bionyx message format.

Access Token not configured in Driver Properties (Access Token). Please check and update.
Message rejected. Driver Access Token and bionyx Access Token do not match. Use the same token
in Control4 Driver Properties (Access Token) and bionyx App Settings (Smart Home Connections >
Configuration).

Message rejected. HTTPS message contains an invalid identifier, indicating a driver integrity issue
Message ignored: Invalid notification type received from bionyx. Valid input Types values: Finger=10,
Digital Input=20

Message ignored: No matching finger or digital input event found, possibly due to a configuration
error
Exceeded allowed number of users
Demo expired. This driver operates in demo mode for 5 days from the date of installation. After the
demo period, a valid license is required to ensure continued functionality.
To Purchase a License and Activate the Driver: Please contact us at license@ekeyusa.com and
include the following information:
o Your Name
Phone Number
Billing Information
Control4 MAC Address
Required User Range (choose one):
Basic License for Up to 20 users
Expansion 1 License for Up to 60 users
Expansion 2 License for Up to 100 users

0O 0O O O O O O



15 Unable to decode JSON from the Finger notification. The message was ignored.

For technical support, please send an email to info@ekeyUSA.com. Be sure to include and attach the
following details:

e License key(s)

e Control-4 controller details!

e A brief description of the issue. Include lua output in the lua tab

¢ Your contact information

e Screenshots, files, and any other relevant information that might assist in resolving the issue.

Providing this information will enable us to assist you most effectively and efficiently. Thank you.

Version | Release Date Description
2 January 21, 2025 | Documentation correction and updated for improved clarity.
1 Dec 2024 Initial public availability of the driver.

Copyright 2025 ekeyUSA Systems, LLC. All rights reserved.



